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1
Decision/action requested

Resolving editor’s notes.
2
References
33.501 v.030
3
Rationale

Changes explained:

If 5G always sends a SUCI, between network elements SUPI or SUCI could be sent. Thus, the figure below needs to be adapted accordingly. Editors note added, since picture is not editable. 

Deleting Editor's Note: “It is assumed that SIDF is responsible for de-concealing the SUPI from the SUCI. It is FFS where the SIDF is located. For example, SIDF could be co-located in AUSF or UDM. ”This is addressed in another contribution by formulating the requirements UDM and SIDF shall be co-located and also added in brackets in the clause here.
Resolving Editor's Note: “It is ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form.” by adding the following text “The 5G-AIR shall contain an indication of whether AUSF received a SUPI or a SUCI.” and  “If AUSF received a SUCI, it shall be indicated which encryption scheme was used. If SUCI with another encryption scheme than null-scheme was received, AUSF shall invoke the SIDF service for SUCI de-concealment to gain SUPI.”
General remark: SA2 is consistently using the abbreviation in the spec text, i.e. SUPI. We propose to do the same in SA3 specs. SUPI/SUCI does not need to be fully-written in the spec text. This avoids confusions in the text by using sometimes e.g. “subscription” or subscriber” or in SIDF case “function” vs. “functionality”.
4
Detailed proposal

****************** Start of changes ******************

6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in figure 6.1.2-1.  
Editor’s Note: If SUCI means to send SUPI with null-encryption or to encrypt SUPI with another encryption scheme, then SUPI will never be used for intitiation of authentication. Thus, in an initial registration, it would be always SUCI (either null-scheme or real crypto scheme on SUPI). ( Figure need to be adapted from SUPI to SUCI in N1. In N12 it can be both possible, depending on whether it is a re-authentication. Same for AUSF-UDM communication (once SUPI is available to AMF and other network elements, SUPI will be used in network communication). (Picture is not editable.)
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Fig. 6.1.2-1 Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE1: In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR shall contain a SUCI, as defined in the present specification, or a SUPI, as defined in 3GPP TS 23.501 [2].
NOTE2: 
The 5G-AIR contains SUPI when the SEAF has a valid 5G-GUTI, and SEAF re-authenticates the UE.

The 5G-AIR shall contain an indication of whether the message contains a SUPI or a SUCI. 
The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. 
The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.


Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber. If SUCI with another encryption scheme than null-scheme was received, AUSF shall invoke SIDF (as offered of UDM) for SUCI de-concealment to gain SUPI.
Editor's note: One UDM can comprise several UDM instances. To find the right UDM instance holding the subscriber data, the SUCI needs to be de-concealed first, which is best done in a SIDF shared by all UDM instances. It is ffs (in collaboration with SA2) how the SIDF can be discovered.
NOTE3: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.
If the AUSF has determined the SUPI, the AUSF requests authentication information from UDM/ARPF in the Authentication Information Request (Auth Info-Req). The AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name. The Auth Info-Req includes the serving network name and an indication whether the authentication is meant for 3GPP access or non-3GPP access. If the AUSF is configured to run EPS AKA*, then the AUSF requests one or more AKA authentication vectors (AVs) from the ARPF within the Auth Info-Req. 

UDM/ARPF chooses the authentication method based on the subscription data, and the access network type. If the access type is 3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1) or EPS AKA* (clause 6.1.3.2). If the access type is non-3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1).
****************** End of changes ******************
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